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Abstract On December 9, 2020, the United States (U.S.) Federal Trade
Commission (FTC) filed an antitrust lawsuit against Facebook. The lawsuit
is an attempt by the U.S. government to regulate big-tech companies using
antitrust laws after noticing the growing concerns of consumers’ data
privacy breaches. The use of antitrust laws to regulate consumers’ data
protection has been debated extensively by legal scholars; however, the
debate focuses too much on theory and ignores the effectiveness of
antitrust remedies. This paper looks at Federal Trade Commission v.
Facebook, Inc. from both viewpoints of legal theory and practicality. It
concludes that even though U.S. antitrust laws have possible jurisdiction
over consumers' data privacy protection issues, their available legal
remedies are not qualified to ensure consumers' data privacy protection.

1. Introduction

In recent years, Facebook has found itself caught in various scandals. In 2019, the

United States (U.S.) Department Justice Special Counselor Robert Mueller reported how

the Russian Internet Research Agency had used Facebook to interfere with the 2016 U.S.

Presidential Election (p. 24). Ms. Yanghee Lee, a United Nations investigator of the

Rohingya crisis, also cited Facebook as a tool to spread hate speech (Miles, 2018).

Moreover, its biggest scandal is Cambridge Analytica, in which the voter-profiling firm

Cambridge Analytica "harvested private information from the Facebook profiles of more

than 50 million users without their permission" (Rosenberg et al., 2018, para. 4). After
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the Cambridge Analytica data breach scandal, Facebook was criticized by the U.S.

lawmakers.

To address the problem of Facebook and other companies' possible data

misappropriations and data breach, the European Union (E.U.) adopted Regulation

2016/679, which is also known as the General Data Protection Regulation (GDPR), to

expand the protection of E.U. citizens' data rights.1 On the other hand, the United

States has not adopted any regulations to strengthen its citizens' data rights. With the

lack of data protection legislation at the federal level, the U.S. government must depend

on other existing legislations to hold companies such as Facebook accountable for its

mismanagement of users' data.

Antitrust, or competition legislation, has been nominated for this task (Tyagi,

2019a, p. 281). Hence, on December 9, 2020, the United States (U.S.) Federal Trade

Commission (FTC) filed an antitrust lawsuit against Facebook at the U.S. District Court

for the District of Columbia. The Commission accuses Facebook of "illegally maintaining

its social networking monopoly through a years-long course of anticompetitive conduct"

(Federal Trade Commission, 2020, para. 1). It argues that the lack of competition

against Facebook has decreased the number of consumer choices regarding "the

availability, quality, and variety of data protection privacy options for users, including,

but not limited to, options regarding data gathering and data usage practices" (Federal

Trade Commission v. Facebook, Inc.).

The previous argument implies that the FTC might have considered consumers'

data privacy protection to be an antitrust issue, at least in this lawsuit against Facebook.

However, the opinion might not be unanimous. Incumbent FTC Commissioner Noah

Phillips claims that "using antitrust law to advance privacy protections ... 'will fail'"

(Kendall, 2020, para. 3). In order to address this conflicted idea, this paper investigates

the following question: to what extent are legal remedies provided by U.S. antitrust laws

effective in ensuring consumers' data privacy protection of Facebook users?

In order to respond to the previous question, this paper views the issue using an

interdisciplinary framework consisting of antitrust legal theory, economics, and ethics.

1. The GDPR (or Regulation 2016/679) expands the data protection of E.U. citizens by repealing the old

Directive 95/46/EC and defining ‘data portability’ to address the problems posed by Facebook and the

likes.
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Essentially, the paper argues that even though U.S. antitrust laws have possible

jurisdiction over consumers' data privacy protection issues, their available legal remedies,

especially in Federal Trade Commission v. Facebook, Inc., still cannot ensure consumers'

data privacy protection due to the current antitrust analysis model of regulatory agencies

and the winner-take-all nature of the personal social networking market.

The paper has four main sections. Section 2 argues that the problem of

consumers' data privacy protection is under the jurisdiction of the current U.S. antitrust

laws. Section 3 argues that forced divestiture of Facebook, interoperability, and forced

data sharing are not effective antitrust remedies against consumers' data privacy

protection problems due to the personal social networking services market's

winner-take-all nature. Section 4 discusses concerns that are not addressed by antitrust

remedies mentioned in section 3—the inconsistency of some antitrust remedies with the

informational self-determination principle and the lack of universal enforcement of

consumers’ data privacy protection.

2. Data Privacy Protection and Antitrust Jurisdiction

On December 9, 2020, the Commission accused Facebook of violating Section 2 of the

Sherman Act due to their alleged anticompetitive conducts to monopolize the personal

social networking services market and therefore also Section 5(a) of the FTC Act. The

Sherman Act of 1890 and the FTC Act of 1914 are the two foundational acts of U.S.

antitrust laws. These antitrust laws can be broadly interpreted to consider consumers'

data privacy protection as an antitrust issue for two reasons.

The first reason is that the Sherman Act and the FTC Act can be broadly

interpreted due to their characteristics of being mainly developed via common law. U.S.

antitrust laws are developed mainly via common law means because of the Sherman

Act's broad language as courts must apply specific such a broad language into specific

cases, such specification by-case is the common-law development of U.S. antitrust laws.

In addition, the Sherman Act is also tied to the FTC act because "all violations of the

Sherman Act also violate the FTC Act" (Federal Trade Commission, para. 5). Therefore,

due to the Sherman Act's broad language, the U.S. antitrust laws as a whole have

become broad and hence have been crafted through a common-law process. Being

crafted through a common-law process means that the courts "shape rules applying the
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Sherman Act's broad prohibitions through incremental trial and error" (Drivas, 2019, p.

1906). Thus, the courts can change their interpretation philosophy regarding antitrust

laws. Such change was first observed in the 1970s with the rise of the Chicago School as

a reaction to the robust interventionist antitrust regime at the time. The Chicago

approach to antitrust laws is predicated on neoclassical economics, whose proponents

believe in the "market efficiency and [have] skepticism toward government interference

in the economy" (Drivas, 2019, p. 1909). This approach has remained dominant until

now. It is evident that there was a shift in the past from the interventionist enforcement

of antitrust laws to the current non-interventionist one. Such a shift confirms the

possibility of a change in the interpretation of antitrust laws in the present, which might

be a reaction to the current digital economy's personal social networking market and its

consumers' data privacy protection issues.

Second, the Sherman Act and the FTC Act can be interpreted to address

consumers' data privacy protection. The previous paragraph argues that antitrust

interpretation can change in reaction to certain phenomena; this raises the question of

how the current interpretation should change. Lee (2020) argues that the change in

interpretation must start at antitrust law enforcement agencies. Currently, U.S. courts

and antitrust law enforcement agencies follow the interpretation of the Chicago School,

which argues that the purpose of antitrust law is to protect consumers by making the

products the lowest price possible. Lee (2020) criticizes that such interpretation is too

"strictly concerned with price-based consumer welfare and reject[s] the idea that the

standard protects consumers from other seemingly non-economic goals like privacy and

democracy" (p. 90). Indeed, if we look at Facebook's current personal social networking

market, the services provided are free in terms of monetary price but cost customers their

data privacy and security. By changing their interpretation and redefining consumer

harms to include matters such as privacy and security and not just monetary costs, the

U.S. courts and antitrust law enforcement agencies can better ensure customer

protection for U.S. citizens.

In sum, antitrust laws can be broadly interpreted to consider consumers' data

privacy protection as an indicator of antitrust issues. U.S. courts and antitrust law

enforcement agencies can redefine consumer protection to address problems outside

monetary costs such as consumers' data privacy protection in reaction to the current

digital economy's personal social networking market.
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3. Forced Divestiture, Interoperability, and Forced Data Sharing

While section 2 discussed the utilization of antitrust laws to address concerns of

consumers' data privacy, sections 3 discusses legal remedies available in the current U.S.

antitrust laws to address such concerns, which are (1) divestiture or reconstruction of

Facebook's assets and businesses and (2) banning Facebook from imposing

anti-competitive terms and conditions on access to its data. This section argues that the

two aforementioned remedies are not effective against consumers' data privacy protection

problems due to the winner-take-all nature of the personal social networking services

market. To clarify, through divestiture or reconstruction of Facebook's assets, the FTC

would require forced divestiture of Facebook, meaning that Facebook subsidiaries—for

example, Instagram and WhatsApp—would be split up and made into their own

companies again. Under the method of banning Facebook from imposing

anti-competitive terms and conditions on access to its data, the FTC could require

interoperability and forced data sharing. Requiring interoperability would mean that

Facebook would have to ensure that users on other social networking platforms could

access their Facebook friends on their other platforms (Kimmelman et al., 2019).

Similarly, forced data sharing is described as:

[E]very company above a certain size, say, those with more than a ten percent

share of the market, that systematically collects and analyzes data would have to

let other companies in the same market access a subset of its data. The larger a

firm's market share, the more of its data others would be allowed to see.

(Mayer-Schonberger et al., 2018, p. 53)

This section will examine the effectiveness of forced divestiture, interoperability, and

forced data sharing regarding the protection of personal privacy.

If protecting consumers' data privacy is the ultimate goal, forced divestiture alone

would not be effective because of the digital market's winner-take-all nature and the

power that Facebook holds over it. The winner-take-all nature of the social networking

market has been described as Schumpeterian competition; this is when firms compete

for the market instead of in the market (Katz, 2020). Digital markets work like this

because of positive network externalities where people rely on them to stay in touch with
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family and friends, thus creating a network effect. The more active people on a platform,

the more valuable the platform becomes for everyone else. The Schumpeterian

competition encourages a concentration of data at the top companies and might create a

situation where people do not care that their data is being used if they get a more

efficient product (Kimmelman et al., 2019; Lamoreaux, 2019; Mayer-Schonberger et al.,

2018). Given this dynamic, Facebook Blue (Facebook without subsidiaries) alone would

still dominate a significant portion of the social networking market and would have no

incentive to change its privacy policy. The digital data market operates best when

companies have broad access to data; combined data sets drive innovation and make a

product more efficient (Ohlhausen et al., 2015; Mayer-Schonberger et al., 2018). Thus,

forced divestiture alone would not help other companies grow to challenge the existing

dominant company because they would not have access to that data; in the end, this

would have the effect of preserving the existing market hierarchy while doing little to

address concerns over competition (Mayer-Schonberger et al., 2018). Even after forced

divestiture, Facebook Blue would still hold a massive data advantage over its next closest

competitor given its size. As can be seen from these problems, forced divestiture would

limit Facebook's market power, but this remedy would be ineffective in creating the

conditions for another company to challenge Facebook.

Because of the nature of the personal social networking market, the only way to

create a competitive environment is through forced data sharing or interoperability. A

core aspect of Facebook's business model relies on its ability to leverage its products to

harm competitors. This is done by telling software developers and third parties that they

can only connect their products to Facebook if they agree not to copy Facebook's

business model or work with Facebook's competitors (Federal Trade Commission v.

Facebook, Inc.). Through interoperability and forced data sharing, the market could

become competitive again with smaller companies having the ability to access the larger

companies' data; by making Facebook interoperable with other social networks, it

removes the leverage that Facebook has been using to keep the market anti-competitive.

The problem with this solution is that it would require personal data to be spread

around to other companies, potentially putting data privacy at risk. Furthermore, given

the globalized market and the different data privacy regulatory regimes (GDPR or CCPA),

it would take significant work to ensure a worldwide data privacy standard.
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In addition to concerns over increased data vulnerability, it is not immediately

apparent that it would be in a company’s best interest to protect data privacy, even if

there was some demand in the market for it. Competition law would say that if there

were a market for a company with better privacy protections, consumers would reward

their business to the company that prioritizes privacy. The issue with this line of

reasoning is that if a company does not look at data, their product will not be as efficient

and will have a smaller market (Colangelo & Maggiolino, 2018). Such an incentive leads

to the company that abuses privacy rights maintaining its dominant market position

(Rancati, 2019). If banning Facebook from imposing anti-competitive conditions on

access to its data were to be useful in protecting data privacy, special laws would need to

be enacted to ensure personal data protection. While these solutions are a step in the

right direction and address the need for increased competition in the market, without

further regulations to ensure data privacy protection, interoperability, and forced data

sharing will not be enough.

In summary, it is clear that the remedies of forced divestiture, interoperability,

and forced data sharing on their own are not sufficient to protect the data privacy of

Facebook users. As shown above, forced divestiture would be ineffective at creating

competition without interoperability or forced data sharing. While these two methods in

conjunction may increase competition in the market, there are serious privacy concerns

when it comes to interoperability and forced data sharing. Section 4 argues why creating

separate federal data privacy legislation would be more effective.

4. Issues Unresolved by Current U.S. Antitrust Remedies: The

Informational Self-Determination Principle & Universal Enforcement

If neither forced divestiture nor interoperability and forced data sharing effectively ensure

consumers' data privacy protection, a different solution needs to be found. This section

argues that it is more efficient for the U.S. government to create separate federal

legislations to address the problems of consumers' data privacy protection instead of

depending on the current U.S. antitrust remedies2. This is because current remedies are

2. At the time of writing, the US House of Representative has proposed five antitrust bills to tackle the

issues of Facebook and the likes (Competition Policy International, 2021).
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unable to uphold the ethical principle of informational self-determination or enforcing

consumers' data privacy protection.

To understand why separate federal legislation is more efficient, it is essential to

explain the concept of context integrity framework. Contextual integrity is an ethical

theory of privacy, claiming that whether an action is a privacy violation depends on the

following factors:

the nature of the situation, or context; the nature of the information in relation

to that context; the roles of agents receiving information; their relationships to

information subjects; on what terms the information is shared by the subject;

and the terms of further dissemination. (Nissenbaum, 2004, p. 155)

This essentially states that data should only be disclosed according to the terms or

contexts established and agreed by the users. These contexts comprise five main

parameters: (1) data subject, (2) sender, (3) recipients, (4) the type of data (or attribute),

and (5) transmission principle (Shvartzshnaider et al., 2019, p. 163). To illustrate, when

one agrees that Facebook can have one's contact information by importing it from one's

iPhone, they are both the data subject and the sender, Facebook is the recipient, contact

information is the type of data, and the transmission principle is importation of data

from one's iPhone. In addition to the concept of contextual integrity, there is also the

ethical concept of informational self-determination. Informational self-determination is

defined as the ability for users to make their own decisions on disclosing their personal

data (Roosendaal, 2011). The concepts of the contextual integrity framework and the

informational self-determination principle are intertwined. If information is used

according to the contextual integrity framework, it means the users' right to

informational self-determination is respected.

In this light, the proposed antitrust remedies of interoperability and forced data

sharing go against the ethical principle of informational self-determination mentioned

above. First, in terms of interoperability, when Facebook shares users' data to other

platform apps, users no longer control what information about them gets shared (Tyagi,

2019a). Instead, they are given a chance to accept a transmission principle, such as

connecting their Facebook profile, but that does not specify the extent to which data is
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shared to another platform. If the recipient does not clarify what data gets shared from a

user to another platform, users are forced to two extremes. Users must either accept the

sharing of data information among platforms completely or decline thus impacting the

platform's possibility to work efficiently. Also, having Facebook cut down their network

benefit to let other companies (such as Snapchat or Twitter) find your Facebook friends

on their platforms would mean that the sender/user has to give consent to the recipient.

When the sender gives consent to another platform app to sync their contacts or connect

their Facebook profile, they agree that Facebook can use their specific request

information as an attribute to share with the platform. When the sender agrees to a

particular attribute to be shared, they are aware that they have only given consent to

what was asked from them on the platform and not beyond the transmission principal

phrase. However, to protect users' data privacy, "interoperability cannot give rise to the

access or use of any data via another information system or give access to more data than

is needed" (European Data Protection Supervisor, n.d., para. 1). While the idea behind

interoperability appears innocent in data misuse, it does not necessarily aim at protecting

users' data since it has to be shared with other companies without the due process of

obtaining users' consent. In this case, informational self-determination is not in the

sender's hands because they do not have full disclosure of how their data gets used.

Users are left in the dark about what third parties or other platforms their data will be

exchanged or shared. Second, in terms of forced data sharing, the sender (individual)

must share any information that the terms and conditions request to the receipt (such as

Facebook). Not only is the attribute, such as contact information, and transmission

principle (such as syncing an address book from a device) forcibly shared to Facebook

but also possible third parties. The coercive nature of data sharing, which interoperability

encompasses, does not give users a choice or say in how their data is being utilized.

Users should be able to control certain information that they deem unnecessary to share

with Facebook and firms alike. Third, users cannot give full consent if they are not fully

informed about how their data will be utilized or shared through the market. Without

the individual's consent, the data should not be mistreated in other contexts. For data

privacy to seriously be considered, a breach in informational flow such as using the users'

data attribute without specifying data use means that the user was not given the

possibility of giving consent to the data accumulation process.
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In addition to their inconsistency with the ethical privacy principle of

informational self-determination, U.S. antitrust remedies are also ineffective due to their

lack of universal enforcement of consumers' data privacy protection. First, it must be

understood that there are significant similarities between the enforcement of the U.S.

antitrust laws and E.U. competition laws. Many major U.S. antitrust legislations can find

the same legalese in their E.U. counterparts:

As most antitrust practitioners are no doubt aware, §§1 and 2 of the Sherman Act,

passed in 1890, cover largely the same ground as Articles 81 and 82 of the Treaty

of Rome [Articles 101 and 102 of the Maastricht Treaty]: Section 1 prohibits

concerted action in unreasonable restraint of trade and §2 prohibits

anticompetitive conduct that contributes to the acquisition or preservation of

monopoly power. Section 7 of the Clayton Act is roughly comparable to the EC

Merger Regulations3 [footnote added]; it prohibits mergers and acquisitions the

effect of which may be “substantially to lessen competition, or [which] tend to

create a monopoly.” (Ginsburg, 2005)

As an established monopoly in the personal social networking services market, Facebook

is under the scrutiny of the U.S. Federal Trade Commission and the European

Commission. However, the desire for the sustainability of consumers' data privacy

protection raises the question of the enforcement of data protection at companies that

are not the subjects of U.S. antitrust or E.U. competition legislation. In the E.U., this

problem is resolved with Regulation 2016/679, or the General Data Protection

Regulation (GDPR). While E.U. competition legislation only applies to dominant service

providers, the GDPR "can be enforced against all data controllers irrespective of their size

and market shares" (Vanberg & Ünver, 2017, p. 14). In the U.S., however, due to the

similarity regarding the subject of the laws between U.S. antitrust and E.U. competition

legislation, it can be deduced that the U.S. FTC will not enforce antitrust remedies

against all violators of consumers' data privacy protection unless such violations are

anti-competitive measures for said violators to acquire or preserve monopoly. The reason

3. It must be noted that there is only one EU Merger Regulation. The current EU Merger Regulation, as of

the time of writing, is Regulation 139/2004 is the ‘successor’ of EEC Regulation 4064/89.
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is that even with a broad interpretation of antitrust laws as argued in section 2, privacy

concerns are still one among many factors, and not the determining factor, that the FTC

considers whether to file antitrust lawsuits; the pure presence of privacy concerns are not

sufficient for the FTC to initiate such proceedings. This means the U.S. government

currently has no legal power to punish non-monopolies for violations of consumers' data

privacy protection². This situation begs the creation of a U.S. equivalence of the GDPR,

which would guarantee users’ data privacy without the need for forced data sharing or

interoperability.

In sum, it is more efficient for the U.S. government to create separate federal

guidelines to address consumers' data privacy protection problems instead of depending

on the current U.S. antitrust remedies. The proposed antitrust remedies of

interoperability and forced data sharing go against informational self-determination's

ethical privacy principle. Moreover, the available U.S. antitrust remedies are also

ineffective due to their lack of universal enforcement of consumers' data privacy

protection for all companies regardless of sizes.

5. Conclusion

This paper has examined two of the antitrust remedies that the U.S. government has

contemplated in its lawsuit against Facebook: (1) divestiture or reconstruction of

Facebook's assets and businesses; and (2) banning Facebook from imposing

anti-competitive terms and conditions on access to data (Federal Trade Commission v.

Facebook, Inc.). The paper respectively referred to these antitrust remedies as forced

divestiture, interoperability, and forced data sharing.

The paper distinguishes between antitrust laws and its associated antitrust

remedies. Indeed, with a broader interpretation, the current antitrust laws can include

consumers' data privacy protection issues as an indicator of antitrust issues, allowing

current antitrust laws to address data privacy protection problems. However, not all

current antitrust remedies proposed by the U.S. government effectively address data

privacy issues. Forced divestiture, interoperability, and forced data sharing are not

effective due to the winner-take-all nature of the personal social networking services

market; they are also inconsistent with the ethical principle of informational

self-determination. Another problem is the lack of universal enforcement of consumers'
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data privacy protection upon all companies regardless of sizes due to the main subject of

U.S. antitrust laws being only big anti-competitive companies. For such reasons, it is

more efficient for the U.S. government to create separate federal guidelines to address

consumers' data privacy protection issues instead of depending on the current U.S.

antitrust remedies.
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